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Data Processing Agreement Template


Important:  This is a generic template document.  It requires 
tailoring specifically for your organisation before being published.  Professional advice should be taken before applying it.

Should you require any further assistance then please contact the DPO Centre at www.dpocentre.com.  

Copyright©:  The DPO Centre






[bookmark: _Ref486410179]

This Data Processing Agreement is made on [XX Month Year]

BETWEEN 

(1) [Add name and address] hereby referred to as the Controller.

(2) [Add name and address] hereby referred to as the Processor.
(hereinafter referred to as the “Parties”)

BACKGROUND:

a) The Controller processes Personal Data in connection with its business activities; 

b) The Processor processes Personal Data on behalf of other businesses or organisations;

c) The Controller wishes to engage the services of the Processor to process Personal Data on its behalf.
DEFINITIONS AND INTERPRETATION
Agreement:	this Data Processing Agreement.

Business Day:	a day other than a Saturday, Sunday or public holiday in England when banks in London are open for business.

Controller:	an entity that alone or jointly with others determines the purposes and means of Processing of Personal Data.

Data Protection Authority:	the relevant data protection authority is the Information Commissioners Office (ICO)

Data Protection Legislation:	means the Data Protection Act 2018 (DPA2018), United Kingdom General Data Protection Regulation (UK GDPR), the Privacy and Electronic Communications (EC Directive) Regulations 2003, all the foregoing as amended from time to time, and any legislation implemented in connection with the aforementioned legislation. Where data is processed by a controller or processor established in the European Union or comprises the data of people of the European Union, it also includes the EU General Data Protection Regulation (EU GDPR). This includes any replacement legislation coming into effect from time to time.

Data Security Breach:	a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. 

Data Subject:	an identified or identifiable natural person.

Parties:	means [Add names]

Personal Data:	any information relating to a Data Subject, in particular where the Data Subject can be identified, directly or indirectly by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Processing:	any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

Processor:	an entity that Processes Personal Data on behalf, and in accordance with the instructions, of a Controller.

SCOPE
The purpose of this Data Processing Agreement is to lay down the rights and obligations related to processing of Personal Data by the Processor in relation with the Agreement. This Data Processing Agreement shall be deemed to take effect from the effective date and shall continue in full force and effect until termination of the Agreement.
INTERPRETATION
Unless the context otherwise requires, words in the singular shall include the plural and in the plural include the singular.
[bookmark: a537862][bookmark: a924106]A reference to a statute or statutory provision is a reference to it as amended, extended or re-enacted from time to time.
The terms ‘including’, ‘include’, ‘in particular’ or any similar expression shall be construed as illustrative and shall not limit the sense of the words preceding those terms.
[bookmark: a831887]Clause headings are for reference purposes only and shall not affect the interpretation of this Agreement.
A reference to ‘writing’ or ‘written’ includes faxes and email unless stated otherwise.
In the event of conflict between the terms of this Agreement and any other agreement in force between the parties, this Agreement will prevail.

PROCESSING OF THE PERSONAL DATA
[bookmark: _Hlk41658915][bookmark: _Hlk41658876][bookmark: a470099][Add Controller Name] is the Controller for the Personal Data and [Add Processor Name] is the Processor for the Personal Data.  The Processor agrees to process the Personal Data only in accordance with Data Protection Legislation and as per this Agreement.
Both Parties will comply with all applicable requirements of the Data Protection Legislation. This clause is in addition to, and does not relieve, remove or replace, a Party's obligations or rights under the Data Protection Legislation.  
The Parties acknowledge that the Processor may process Personal Data on behalf of the Controller during the term of this Agreement.  A description of the Personal Data and the processing activities undertaken by the Processor is set out in Appendix 1.  
To the extent that the Processor processes Personal Data on behalf of the Controller in connection with this Agreement, the Processor shall:
Solely process the Personal Data for the purposes of fulfilling its obligations under this Agreement and in compliance with the Controller’s written instructions as set out in this Agreement and as may be specified from time to time in writing by the Controller;	
Notify the Controller immediately if any instructions of the Controller relating to the processing of Personal Data are unlawful;
Maintain a record of its processing activities in accordance with Article 30(1) of the UK GDPR;
Assist the Controller in ensuring compliance with the obligations set out in Articles 32 to 36 of the UK GDPR taking into account the nature of the data processing undertaken by the Processor and the information available to the Processor, including (without limitation):
Sub-Processors
a) Not engage with any Sub-Processor/Sub-Contractor to carry out any processing of Personal Data without the prior written consent of the Controller (such consent not to be unreasonably withheld), provided that notwithstanding any such consent the Processor shall remain liable for compliance by any Sub-Processor/Sub-Contractor with all of the requirements of this Agreement including in relation to the processing of Personal Data;

b) The Controller gives the Processor general authorisation to replace any of its Sub-Processors or to add a new Sub-Processor. However, before any such replacement or addition the Processor shall inform the Controller of any intended changes concerning the addition or replacement of Sub-Processors, thereby giving the Controller the opportunity to object to such changes. If no objection is raised within 30 days, the proposed replacement or addition will be considered as accepted. If an objection is raised, and the Parties do not reach an agreement within 30 days from the day the objection is raised, the Controller shall have the right to terminate this Agreement forthwith at no cost and with no need to provide notice.

c) Ensure that obligations equivalent to the obligations set out in this Agreement are included in all contracts between the Processor and permitted Sub-Processors/Sub-Contractors who will be processing Personal Data;

d) Ensure that its Sub-Processors/Sub-Contractors shall not transfer any Personal Data covered by this agreement without the prior written consent of the Controller;
International Data Transfers
The Processor shall comply with the Controller’s instructions in relation to transfers of Personal Data to a country outside of the European Economic Area unless the Processor is required pursuant to Data Protection Legislation to transfer Personal Data outside the European Economic Area, in which case the Processor shall inform the Controller in writing of the relevant legal requirement before any such transfer occurs, unless the Data Protection Legislation prohibits such notification on important grounds of public interest;
Staff Confidentiality
The Processor shall ensure that any persons used by the Processor to process Personal Data are subject to legally binding obligations of confidentiality in relation to the Personal Data and shall ensure that only such persons who have undergone appropriate training in Data Protection Legislation and in the care and handling of Personal Data are appointed to process Personal Data;
Security Measures
The Processor shall implement appropriate technical and organisational measures against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of or damage to Personal Data taking into account the harm that might result from such unauthorised or unlawful processing, loss, destruction or damage and the nature of the Personal Data to be protected including without limitation, all such measures that may be required to ensure compliance with Article 32 of the UK GDPR;
Data Subject Rights
a) The Processor shall promptly notify the Controller if it receives a request from a Data Subject under any Data Protection Legislation in respect of Personal Data;
b) Ensure that it does not respond to the request except on the documented instructions of the Controller or as required by applicable Data Protection Legislation to which the Processor is subject, in which case the Processor shall to the extent permitted by applicable Data Protection Legislation inform the Controller of that legal requirement before the Processor responds to the request; 
c) Taking into account the nature of the data processing activities undertaken by the Processor, provide all possible assistance and co-operation (including without limitation putting in place appropriate technical and organisational measures) to enable the Controller to fulfil its obligations to respond to requests from individuals exercising their rights under the Data Protection Legislation.

	Data Protection Impact Assessments
The Processor shall provide input into and carry out Data Protection Impact Assessments in relation to the Processor’s data processing activities.
	Deletion or Return of Data
Upon termination of this Agreement, at the choice of the Controller, the Processor shall delete securely or return all Personal Data to the Controller and delete all existing copies of the Personal Data unless and to the extent that the Processor is required to retain copies of the Personal Data in accordance with applicable laws in which case the Processor shall notify the Controller in writing of the applicable laws which require the Personal Data to be retained.  
In the event that the Personal Data is deleted or destroyed by the Processor, the Processor shall provide the Controller with a certificate of destruction evidencing that the Personal Data has been destroyed or deleted.
	Audits 
The Processor shall make available to the Controller all information necessary to demonstrate compliance with the obligations set out in this Agreement and allow for and contribute to audits, including inspections, conducted by or on behalf of the Controller or by the Information Commissioners Office (ICO) pursuant to Article 58(1) of the UK GDPR.

[bookmark: a833115]The Processor shall not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:
[bookmark: a762341] the Processor has provided appropriate safeguards in relation to the transfer;
[bookmark: a966763] the Data Subject has enforceable rights and effective legal remedies;
[bookmark: a864628] the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and
[bookmark: a865345] the Processor complies with reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data.
GENERAL TERMS
Indemnity
The Processor shall indemnify the Controller from and against all costs, expenses (including legal and other professional fees and expenses), losses, damages, and other liabilities of whatever nature (whether contractual, tortious or otherwise) suffered or incurred by the Controller and arising out of or in connection with any breach by the Processor or any Sub-Contractors of this Agreement.

Breach Identification and Notification
[bookmark: _Hlk512771110]The Processor shall notify the Controller without undue delay (and in any event within 24 hours) of becoming aware of a Data Security Breach by completing a Breach Reporting Form (sample provided in Appendix 2) if:
the Processor or any Sub-Contractor engaged by, or on behalf of, the Processor suffers a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data; or
the Processor or any Sub-Contractor engaged by, or on behalf of, the Processor receives any Data Security Breach notification, complaint, notice or communication which relates directly or indirectly to the processing of the Personal Data or to either Party’s compliance with the Data Protection Legislation.

And in each case the Processor shall provide full co-operation, information and assistance to the Controller in relation to any such Data Security Breach, compliance notice or communication.
Confidentiality
Each Party must keep this Agreement and information it receives about the other Party and its business in connection with this Agreement (“Confidential Information”) confidential and must not use or disclose that Confidential Information without the prior written consent of the other Party except to the extent that:
 disclosure is required by law;
the relevant information is already in the public domain.
GOVERNING LAW AND JURISDICTION
This Agreement is governed by the laws of England and Wales. This Agreement, and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) is governed by and shall be construed and interpreted in accordance with the laws of England and Wales, and the Parties irrevocably submit to the exclusive jurisdiction of the Courts of England and Wales.
TERMINATION (This clause is only relevant if this DPA is a standalone document. However, if it is an addition to a main contract, it would need to base its termination on the main contract terms. For example, “Termination of this agreement will be in accordance with the main contract.”
This Agreement may be terminated by the Controller giving not less than 3 months written notice to the Processor.
This Agreement may be terminated by the Processor giving not less than 3 months written notice to the Controller.
On termination of this Agreement for whatever reason, the Processor shall cease to process the Personal Data and Confidential Information and shall arrange for the prompt and safe return of all of the Personal Data and Confidential Information, processed under the terms of this Agreement to the Controller, together with all copies of the Personal Data in its possession or control or that of its agents or contractors, within such time and by such secure means as the Controller shall provide for in writing at the time of termination of the Agreement.
On termination of this Agreement, should the Controller require the deletion of data still held by the Processor then the Processor is required to provide written evidence to support the deletion activity within the timeframe specified by the Controller.
Termination of this Agreement shall not affect any rights or obligations of either Party which have accrued prior to the date of termination and all provisions which are expressed to, or do by implication, survive the termination of this Agreement shall remain in full force and effect.
NOTICES
All notices or other communications given to a Party under or in connection with this Agreement shall be in writing and shall be sent to the recipients set out below.  Any notice may be delivered to the recipient personally, by first class post, recorded delivery or commercial courier at its registered office (if a company) or (in any other case) its principal place of business, or by facsimile.  Any notice so served shall be deemed to have been delivered:
In the case of delivery by hand, when delivered;
In the case of facsimile, 12 hours after the time of confirmation of despatch; 
If delivered by commercial courier, on the date and at the time that the courier’s delivery receipt is signed; and
In the case of post or recorded delivery, at 9.00am on the second business day (or in the case of airmail 10 business days) after delivery to the postal authorities.

Provided that where, in the case of delivery by hand or by facsimile, such delivery or transmission occurs after 5.30pm on a business day or on a day which is not a business day, service shall be deemed to occur at 9am on the next following business day.  All notices shall be sent to the following: 

	If to Controller [Company name]: 
[Controller address]
	If to the Processor [Company name]: 
[Processor address]



Either Party may from time to time change its address for notification purposes by giving the  other written notice of the new address and the date upon which it will become effective. 


AGREED by the Parties through their authorised signatories: 

For and on behalf of [Add Company name] 	…………………………………………………….

For and on behalf of [Add Company name] 	………………………………………………………




APPENDIX 1
DATA PROCESSING ACTIVITIES
DESCRIPTION OF DATA
This Appendix 1 includes the processing activities carried out by the [Processor] as required by Article 28(3) UK GDPR.
These are as follows [Please outline the Personal Data which will be processed under this Agreement, including the Personal Data to which the Controller has defined as is relevant to the processing.  For example please see below.]
Name								
Date of Birth
Telephone Number
Email address
IP address
Product details
Precise location data
[Add additional types of data]
CATEGORIES OF DATA SUBJECTS 
The Controller has defined the following Data Subject categories from whom the Personal Data as defined above will be collected.
Employees
Customers
Suppliers
[Please add/delete as required]
LAWFUL BASIS OF DATA PROCESSING
The Processor has determined the following lawful basis/bases to process Personal Data under the Data Protection Act 2018/UK GDPR is based on:

[Delete as required]
Consent of the data subjects
Contractual Obligation
Legal Obligation
Vital Interests
Public Interest
Legitimate Interests
SPECIAL CONDITION OF PROCESSING SPECIAL CATEGORY DATA

The Processor has determined that the processing of special category personal data is based on the following special condition(s) under the Data Protection Act 2018/UK GDPR:
[Delete as required]

· Explicit consent has been obtained from the data subject
· Processing is necessary in order to carry out obligations and exercise specific rights of the data controller for reasons related to employment, social security, and social protection
· Processing is necessary to protect the vital interests of data subjects where individuals are physically or legally incapable of giving consent
· Processing is necessary for the establishment, exercise, or defence of legal claims, for reasons of substantial public interest, or reasons of public interest in the area of public health
· For purposes of preventive or occupational medicine
· Processing is necessary for archiving purposes in the public interest, scientific, historical research, or statistical purposes
· Processing relates to personal data which are manifestly made public by the data subject
· Processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects



PROCESSING ACTIVITIES
The Company will carry out the following activities and utilise the Sub-Contractors stated:
	Process
	System
	Data Subject Category
	Data Held
	Sub – Processors
 involved

	SAMPLE:  HR Platform
	HR123
	Employee
	Title/Name/Gender/ Phone/Addresses/DOB
	N/A

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






APPENDIX 2
Breach Reporting Form
Please complete this form if you have detected or been advised of a data breach. It is imperative that you complete this form immediately upon detection.
Once completed, please email this form to [Controller email] 

	Incident / breach details

	Name of person reporting incident:


	

	Contact details of person reporting incident:


	

	Date(s) incident took place:


	

	Date you detected the incident:


	

	Place of incident:


	

	Brief description of how you became aware of the incident:



	

	Brief description of the incident including details of the data, records or systems believed to be affected:

	

	Approximate number of affected data subjects, if known:


	

	Approximate number of affected records, if known:


	

	Any actions taken in response to the incident:
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